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Abstract—We identify the security threats facing a sensor
network for wireless medical monitoring, and we prgose a
public-key architecture using elliptic curve cryptagraphy to
address these issues. We also present a prelimigigsrotocol for
securely establishing pairwise symmetric keys betwee two
parties using public-key techniques. To evaluateun protocol, we
are working on an implementation of ECC for the Mokiv Tmote
Sky platform. Our initial release performs compettively with
existing implementations for the Crossbow MICA.

|. INTRODUCTION

URING the past few years, wireless sensor techrolo

has shown great potential as an enabler of thervisf
ubiquitous computing. One promising applicationnafeless
sensor networks (WSNSs) is healthcare. In a tiaugdi
hospital setting, a patient is attached to a nunatbenedical
sensors that convey information on his or her \stghs to a
bedside monitoring device. However,
connections are generally wired, such a setup nsbeusome
for the patient and limits mobility, especially ftwng-term
care. Recent advances in sensor technology haldeshthe
development of small, lightweight medical sensaushsas
pulse oximeters and electrocardiogram leads [12] ¢ln be
worn by the patient while wirelessly transmittingta. This
frees the patient from the confinement of tradilomired
sensors, allowing him or her to move about the talsprea at
leisure and increasing comfort.

Medical sensor networks, however, present severigue
challenges. First, while most previous researchumgs
stationary sensors, a medical sensor network mayaito a
large number of mobile sensors due to the molilitgatients.
Second, the timeliness and reliability of data \d®ly is
crucial in detecting and diagnosing health problerat
wireless sensor networks generally have limiteddiadith
and high loss ratePerhaps the most fundamental challenge
isthe security and privacy of sensitive patient data. Because
the data is transmitted wirelessly, it is easy fan
eavesdropper with a properly tuned receiver tordeget the
data. Encryption must be done to ensurectidéidentiality of
the data. At the same time, a sensor receivingeaygfrom a
base station (and likewise a base station recedatg from a
sensor) needs to have some way of verifying thetigeof the
other party, and of ensuring that the data haseen altered
from its source. Hence, mechanisms must existdaia

authenticity and integrity. What makes security uniquelyiS

challenging for WSNs is thahe computational, memory and
bandwidth costs must be carefully balanced against the
limited resources of the individual nodes.

because these

We have recently started a project calBNAP (Sensor
Network for Assessment of Patientsfo address the above
challenges. As our first step, we explore potéstidutions to
the security concerns based on elliptic curve cggtphy
(ECC). Although the prevailing sentiment in thesgarch
community has been that public-key schemes suéiCasare
infeasible for WSNs due to their high computatiocalst,
recent work has shown that performing public-key
computations on resource-constrained devices, while
relatively expensive, is certainly not impossibleECC in
particular is promising because it offers a similavel of
security to RSA for a much smaller key length, thilswing

Hore efficient operations.

Our current work on SNAP focuses on the following
security aspects:
* Anin-depth analysis of the specific security thsea
a medical sensor network.
Development of a secure protocol using ECC for key
establishment and updates in medical sensor
networks, which takes into account the unique
requirements of sensor networks in this environment
« ECC implementation on the Moteiv Tmote Sky
platform rather than the Crossbow MICA popular in
the literature. We believe that the Tmote Sky msffe
the potential for superior performance to the MICA.

Il. RELATED WORK

The CodeBlue project at Harvard has proposed aosens
network platform for medical care [12]. Althoudietauthors
acknowledge the need for security in a medical remvhent
and have considered ECC in [3], their work has i@t
adequately address all the security requiremeiitseir ECC
implementation over the binary fieIE:2163 (i.e. key length of

163 bits) takes 34.2 s to compute a public-prikate pair and
another 34.2 s to compute a shared secret via EBPH

Early work on sensor network security focused oplyapg
symmetric cryptography (e.g. [1]), as it was felatt
asymmetric cryptography schemes are too computdtjon
expensive to be feasible in resource-constrainedosenodes.
However, symmetric schemes offer less flexibilir fkey
management, and key distribution becomes a fornedab
challenge.
The use of public-key cryptography (PKC) addrestbes
sue of key distribution. We can use PKC techesqto
securely establish a shared secret between twiepartho
then use the secret to encrypt and decrypt tratesnidata

with a traditional symmetric scheme. Hence the



Unlimited-power node

the queries and data are encrypted onerdito-end basis.
While on the surface our architecture is similartie one
proposed by CodeBlue [12], there are several kéfgrdnces
due to our emphasis on security.

First, the sensors only accept queries from the bas
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° stations. This is because in a large hospital, it would be
difficult for the sensors to authenticate indiviluasers
—— (doctors, nurses, staff, etc.). Each sensor wddde to
patient _ maintain complete access control information abetich

users have the authorization to receive its dataedksas the
users’ identity information (e.g. public key or pa®rd). The
sensors simply do not have the memory resourcesatotain
all this information. Moreover, it would be infédle to
update the information in every sensor. Therefome decide
to authenticate the users at the base stationbarelthe base
stations issue the queries to the sensors on behté users.
Second, in order to handle spoofing of the base sians,
the sensors are equipped with the base stations’ blic
keys. However, we do not assume that each sensor fas it
own public/private key pair. Since there may bdame

: Base static
Physician

Hospital

Fig. 1. Architecture of SNAP for wireless medioabnitoring.

computational burden of PKC is limited to initialeyk
establishment and key updates. Recent work on PKiGe
context of sensor networks has included implemamstof
both RSA [2] and ECC [3][4][5]. B[ and Zitterbart [4]

implemented various ECC schemes over the binalg ﬁgm
(key length of 113 bits), reporting times of 6.9&l&4.2s for

ECDSA signature generation and verification, retpely.
Liu and Ning [5] opted to use prime fields rathkan binary
fields, implementing ECC over various 160-bit prirfields

number of sensors compared to base stations, iegjéach
sensor to have its own public key would force theebstations
to maintain a large number of sensor public keysjst

(equivalent to a 1024-bit RSA key) recommended BELS resulting_ in poor scalability. Furthermorel, inatiual_ sensors
[10]. They report times of 6.1s and 12.2s for E@DS are relatively easy to physically compromise. [@oso when
signature generation and verification. the sensor possesses a permanent private key abows
Gupta et al [6] went so far as to create a WebesenAttacker to easily decrypt pre-captured data of temsor.
implementing an ECC version of SSL runnable on aensThird, a base station will not accept data from a ensor
motes. Their results are by far the most impressiaking until the sensor is attached to a patient registerkin th_e
less than 4 seconds to complete an entire SSL hakels System. To verify that a sensor is attached to a regster
However, this scheme uses ECDH to derive a shaesd k
which requires both the client and the server teehgublic
keys. Our work does not assume that each sensa pablic Generate master key
key, as explained in the next section. "

Generate a random
number r;

Collect fingerprint ID
from patient
Msg1: Node ID, FPID, SessionNum, K, r;, MAC

Encrypted with base station’s public key

Decrypt Msgl with
private key

Check MAC and FPID

Generate a random
number r,

Derive a MAC key K,
and secret key K,
using K, r, and r,

Ill.  SECURITY REQUIREMENTS

The particular threats facing a medical sensor oetw
include: (1) eavesdropping on data by an unautbdrihird
party; (2) modification and injection of data bythard party
without the knowledge of the source or destinati@;replay
of previous queries/data; (4) spoofing of a basgimst to
obtain illegitimate access to data; (5) spoofifigisensor to
report forged data; (6) compromise of sensorsHerpatients
may simply lose their sensors while moving aroun@))y
compromise of base stations; and (8) compromiseelafy
nodes. We consider all these threats in our wdflowever, Fig. 2. Handshake protocol for secure establishogkeys between a sen
we realize that in certain cases the most we cais ¢io limit  and a base station.

damage (e.g. compromised relay nodes may simply drgatient, each sensor will be integrated with a sfiederprint
packets). . _ o _ reader (similar to [13]), so that the sensor camgmit the
Our SNAP architecture is shown in Fig. 1. Eachepathas patient’s fingerprint signature to the base statitiie assume

one or more wireless sensors attached to his orbbdy. the base stations are equipped with a list of v@aditient IDs.
There are a number of wireless relay nodes thrautgtiee

hospital area that can receive and forward dathes& relay
nodes may be supplied with continuous power (umdichi
power) or powered by batteries (limited power). eQes for
patient data can be made from a number of basmrsat
which may be operated directly by medical profasais or
connected to remotely. Both queries and the riegufiatient
data response travel through the network of relages. All

Msg2: r,, hash(r,)
Signed with base station’s private key

Verify signature on
Msg2 with base
station’s public key

Msg3: 7, 1,
Encrypted with K,

Recompute hash(r,)
and check

Derive a MAC key K,
and secret key K using
K., r,and r,

Sensor Node

Decrypt Msg3 with &
Check r,

Base Station

IV. PROTOCOL FORSECUREKEY ESTABLISHMENT

We offer the following preliminary protocol for sge key
establishment between a patient sensor and a tmENqsee
Fig. 2). When a sensor is attached to a patikaetpatient uses
a fingerprint sensor to initiate the key generatwncedure.
The fingerprint uniquely identifies the patient. n€@ the



patient's fingerprint ID (FPID) is obtained, the nser
generates a random numbeand a master ke,

carries out a 160-bit scalar point multiplication5.3 s, which
is comparable to TinyECC's result.

Message 1 The sensor sends a message to the baséNe plan to incorporate several additional optimaa in

station consisting of the following information: reode ID
(NID) uniquely identifying the sensor, the FPID,sassion
number to prevent replay attacks,, andr;. In addition, a
message authentication code (MAC) is computed dler
contents of the message and appended. This emtssage is
encrypted with the base station’s public &y Upon receipt
of Message 1, the base station decrypts it usingrivate key
ng and recomputes the MAC. If the MAC check succemattb
the FPID in the message matches with the list tiepalDs,
the base station generates a random numbelt usesr; and
r,, in conjunction withK,, to derive two new key&s and
Kme. Note that the FPID check mechanism assumestibat
space of possible FPIDs is large enough thatiitfeasible for
an attacker to spoof a patient by a brute-forcecbeaf FPIDs.

Message 2 The base station replies to the sensor with a

message containing and a one-way hash of This message
is unencrypted, but it is signed usimg. Upon receipt of
Message 2, the sensor verifies the signature uBi@nd

checks that the hash of is correct.
the sensor usds,, ri, andr, to deriveKg andK .

Message 3 The sensor constructs a reply to send to t
base station containing andr,. This message is encrypted

with Ks.  Upon receipt of Message 3, the base statiorfie®ri
thatr, is correct. If so, data transfer may commencagusi
to encrypt/decrypt messages and, if desikgg, to compute a
keyed MAC for each message.

Updating the shared secret kd§isandK,,. may take place
by exchanging new values of andr,. These key update
messages can be encrypted wdth

V. IMPLEMENTATION

In order for us to evaluate our protocol, we nesd
implementation of ECC. This is a work nearing céatipn; it
is based largely on TinyECC [5]. TinyECC incorpesa
several optimizations, including Jacobian coordisatfor
minimizing field inversions [11], the sliding windomethod
for reducing point additions [8], a fast moduladuetion
algorithm for pseudo-Mersenne field primes [7], antine
assembly code for several critical field operationa
multiprecision numbers. The authors of TinyECC orép
running times of 6.1 s for ECDSA signature generatand
12.2 s for signature verification using 160-bit &epn the 8-
bit Atmel ATmegal28 CPU of Crossbow’s MICAz platior

We are designing our ECC implementation on the Mote|g]

Tmote Sky, which uses the 16-bit Texas Instrumit8$430.
The Tmote Sky offers more RAM (10 kb vs. 4 kb) anchuch
larger flash memory for data storage (1 Mb vs. K
compared to the MICA, but at the cost of smallexdrenly
program memory (48 kb vs. 128 kb).

We have modified TinyECC to run on Tmote Sky by
replacing the ATmegal28 assembly code with MSP43[62]

assembly, making use of the MSP430’s hardware phigitj
incorporating a fast modular inversion algorithnvdlving
only bit shifts and additions [14], and making soméor
changes to the timers used. Our initial versiorthef code

If both checks succeed

our ECC implementation. One optimization not cdesed by
TinyECC is the use of alternate representations thef
multiplier in a scalar point multiplication, knowas non-
adjacent forms or more generalyNAFs; such techniques
promise a 10-20% performance improvement [9].
Additionally, TinyECC does not use Shamir's methtul
compute the sum of two scalar multiplications ia #ignature
verification step of ECDSA. Implementing this siep
algorithm will halve the number of point doublingsjuired to
compute the sum. One final optimization that mayntade is
to increase the size of the window used in thargjidvindow
method of [8], to take advantage of the 1 Mb o$lilanemory
on the Tmote Sky.

VI. SUMMARY

We have proposed a public-key based architectuce an
security protocol to achieve confidentiality, autheity, and
integrity for a medical sensor network. Our cutr@gus is to

evaluate the protocol by implementing ECC with Meteiv

Tmote Sky platform in mind. We hope that the 16-bi
ocessor on the Tmote Sky, along with the larggdMRand
flash memory available compared to the Crossbow AJIC

will allow us to achieve an efficient implementatio
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